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U.S. Joint Forces Command
JOINT WARFIGHTING CENTER
116 LAKE VIEW PARKWAY
SUFFOLK, VA 23435-2697

MESSAGE TO THE JOINT WARFIGHTERS

As U.S. Joint Forces Command continues to interact with the combatant commands and
Services, we recognize that there is no universal agreement on the best way to plan and
execute a strategic communication and related activities strategy. Additionally, there is
very little doctrinal guidance, consequently we have updated this pre-doctrinal handbook
to help joint force commanders and their staffs understand alternative perspectives,
techniques, procedures, “best practices,” and organizational options.

Strategic communication must be at the heart of U.S. Government efforts to inform and
influence key audiences in support of U.S. national interests, policies, and objectives.
We seek to achieve this influence by understanding and engaging them with coordinated
programs, plans, themes, messages, images, and products synchronized with the actions
of all instruments of national power.

The U.S. military plays an instrumental supporting role in strategic communication,
primarily through information operations, public affairs, visual information, and defense
support to public diplomacy. Strategic communication considerations should be
associated with every military operation across the entire range of military operations
from routine, recurring military activities in peacetime through major operations. Every
commander should develop a coordinated and synchronized communication strategy
and provide guidance for the support and execution of a coherent effort. Effectively
synchronized strategic communication has the potential to achieve national, theater-
strategic and operational-level objectives in a manner that could lessen the requirement
for combat in many operations. This is especially the case in circumstances where the
focus of operations is on gaining and maintaining support of the relevant population,
such as in counterinsurgency and other operations associated with irregular warfare.

During the past five years, understanding of strategic communication and its impact on
joint operations has continued to evolve across the joint community. These experiences
and insights are described in this handbook. | encourage you to use the information in
this handbook and provide feedback to help us capture value-added ideas for

incorporation in emerging joint doctrine.

STEPHEN R. LAYFIELD
Major General, U.S. Army
Director, J7/Joint Warfighting Center




PREFACE

1. Scope

This handbook is a pre-doctrinal document on “Strategic Communication (SC)” and
the development of communication strategy at all levels of command. It provides
fundamental principles, techniques, and procedures that are evolving in the joint
community and moving toward incorporation into joint publications. This handbook
serves as a bridge between current practices in the field and the migration into doctrine.
As such, the intent is to inform SC proponents, practitioners, doctrine writers, educators,
and trainers of SC for inclusion in joint doctrine, education, and training.

2. Content

This handbook outlines current doctrine, useful results from relevant studies,
recognizes best practices, clarifies SC support requirements for the joint operation planning
process, and offers other techniques and procedures currently used in the field. It also
addresses some techniques, procedures, and implications for further development of SC-
related joint doctrine, organizations, training, materiel, leadership and education, personnel,
and facilities. Ahypothetical vignette is included in Appendix J to assist in understanding
the material.

3. Development

Development of this handbook was based on data obtained from applicable approved
and emerging joint, multinational, multi-Service, and Service doctrine and procedures;
training and education material from CAPSTONE, KEYSTONE, and PINNACLE senior
executive education programs; joint exercise observations in facilitated after-action reviews
and commander’s summary reports; related joint concepts; experimentation results; the
draft DOD Directive on SC; other related Joint Staff (JS) directives; joint exercise and
other trip reports; joint publication assessment reports; and Service and joint lessons
learned databases. Additional research involved discussions with members of the Services,
doctrine development organizations, combatant commands, JS, and Office of the Secretary
of Defense (OSD); a review of the USJFCOM Communication Strategy 2007; the Strategic
Communication and Public Diplomacy (PD) Interagency Policy Committee (IPC) US
National Strategy for Public Diplomacy and Strategic Communication; Quadrennial
Defense Review Execution Roadmap for Strategic Communication; 2003 and 2008 Defense
Science Board (DSB) Task Force on Strategic Communication reports; emerging USJFCOM
Strategic Communication Joint Integrating Concept (JIC); SC conferences and working
groups; congressional testimony; and various related reports, articles, publications and
studies.

4. Application
This handbook is not approved joint doctrine, but is a non-authoritative supplement

to currently limited SC doctrine that can assist commanders and their staffs in planning,
executing, and assessing SC-related activities and developing a coherent communication




Summary of Changes

strategy. The information herein also can help the joint community develop SC doctrine,
mature emerging SC concepts for possible transition into joint doctrine, and further SC
effectiveness in joint operations. Commanders should consider the potential benefits
and risks of using this information in actual operations.

5. Contact Information

Comments and suggestions on this important topic are welcomed. USJFCOM JWFC
points of contact are LtCol Robert Kurowski, 757-203-7966 (DSN 668),
robert.kurowski@jfcom.mil; and Mr. David Spangler, 757-203-6028 (DSN 668),
david.spangler@jfcom.mil.

ii Commander's Handbook for SC and Communication Strategy (\Ver. 3.0)



SUMMARY OF CHANGES
REVISION OF STRATEGIC COMMUNICATION AND
COMMUNICATION STRATEGY HANDBOOK (VERSION 2.0)
DATED 27 OCTOBER 2009

Provides a discussion of the ""Battle of the Narrative," including planning and
analysis considerations. (Page 11-13)

Provides a more robust explanation and guidance for key leader engagement (KLE),
including KLE assessment. (Page I11-7)

Provides asummary of “Information Effects” takeaways from the Israeli- Palestinian
case studies. (Page M-3)

Updated the communication strategy support to the joint operation planning process,
Figure V-3 (Pages IV-10 through 1V-13).

Updated the communication strategy vignette, Appendix H.
Added Appendix O, Process Map, as follows:

e+ Strategic Communication/ Communications Strategy (SC/CS) Process Chartisa
map of the process for developing a communication strategy and supporting and
leveraging extant staff processes, such as joint operation planning, collection, and
assessment.

¢+ Individual stages are broken out and some detail is provided about specific steps,
tasks, flow of inputs and outputs, important products, key participants, and which
entity has primary responsibility for each step.

e+ Adark thick arrow shows the critical path through the process, with diamond
shapes showing decision points.

Added Appendix P, Principles, Capabilities, and Trust, which highlights an emerging
construct of principles and aligning words and deeds to build credibility and gain public
trust.
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EXECUTIVE SUMMARY
COMMANDER’S OVERVIEW

» Discusses the background, definition, and doctrinal
underpinnings of strategic communication (SC)

« Addresses synchronizing themes, messages, images and
actions

« Defines “narrative,” “theme,
“Battle of the Narrative.”

message,” and discusses the

» Describes current SC practices at the strategic and
communication strategy (CS) at the operational and tactical
levels

* Identifies some SC/CS “best practices” from the field
* Identifies the need to shift and broaden key leader engagement

» ldentifies unique skill sets needed to assist in understanding
the operational environment

* Provides planning tools to assist CS planning efforts

* Provides sample CS planning and execution products

* Discusses other SC initiatives

* ldentifies operational implications of SC/CS implementation

* Provides a process map for developing acommunication
strategy and supporting and leveraging extant staff processes,
such as joint operation planning, collection, and assessment

Communication Challenges

Strategic communication  The continuous, rapid communications flow in the information
(SC) must be a responsive  environment, facilitated by modern technological advances

and agile whole-of- and media distribution methods, requires responsive, agile
government effort with processes and capabilities to preserve and enhance the
synchronization of credibility and influence of the United States. To address
crucial themes, messages, these challenges through unified action, a whole-of-
images, and actions. government approach known as strategic communication (SC)

has emerged. SC generally is accepted as “Focused United
States Government (USG) efforts to understand and engage

Xi



Executive Summary

The Department of
Defense (DOD) needs to
develop a common, clear
SC baseline in the areas
of doctrine, concept
development, and
training.

Because SC involves
activities outside joint
force commander (JFC)
control, coordination and
synchronization of SC is
more complex.

key audiences in order to create, strengthen or preserve
conditions favorable for the advancement of USG interests,
policies, and objectives through the use of coordinated
programs, plans, themes, messages, and products
synchronized with the actions of all instruments of national
power.” Further and more specifically, effective SC requires
synchronization of crucial themes, messages, images, and
actions with other nonlethal and lethal operations.

The February 2006 Quadrennial Defense Review (QDR)
identified SC as one of five specific “areas of particular
emphasis” critical to the Department of Defense (DOD) ability
to address a strategic environment “characterized by
uncertainty and surprise.” The QDR went on to state that
DOD, “...must instill communication assessments and
processes into its culture; developing programs, plans, policy,
information and themes to support Combatant Commanders
(CCDRs) that reflect the US Government’s overall strategic
objectives.” The primary military capabilities that contribute
to SC include public affairs (PA), information operations (10),
and defense support to public diplomacy (DSPD).

Synchronizing SC-related themes, messages, images and
actions across the joint force is often critical to mission
accomplishment. However, SC encompasses national-strategic
level and non-DOD activities that are not under the direct
control of the joint force commander (JFC). This adds to the
complexity of the effort to adapt and apply themes, messages,
images, and actions at each level within military operations to
create desired and avoid undesired outcomes in selected
audiences.

National Strategic Communication

The Department of State
(DOS) leads the US
Government (USG) SC
effort and has created
several organizations to
facilitate SC activities.

Within the USG, the Department of State’s (DOS) Office of the
Undersecretary for Public Diplomacy and Public Affairs has
the lead for SC. DOS also created several new organizations
and structures such as the Global Strategic Engagement Center.
Additionally, the DOS Rapid Response Unit (RRU) responds
to urgent issues by providing approved strategic-level SC
statements that military leaders can use to develop military-
oriented SC-related products. The DOS also uses their
INFOCENTRAL website as a central repository for vetted
senior leader statements, research, analysis, and other products
for use by SC programs at all levels. This site is available to
assist the joint force in SC planning. A close collaborative
working relationship has developed between DOS and DOD
on SC.

Xii Commander's Handbook for SC and Communication Strategy (Ver. 3.0)



Executive Summary

DOD Organization, Processes, and Guidance

DOD organizational
changes and other SC
efforts have demonstrated
significant progress.

Communication Strategy
messages and themes
must be nested under an
enduring narrative.

Upon our winning the
battle of the narrative, the
enemy narrative doesn’t
just diminish in appeal or
followership, it becomes
irrelevant. The entire
struggle is completely
redefined in a different
setting and purpose.

To support the USG effort led by DOS, DOD has established
new staff organizations and processes to guide and provide
support to the SC effort. In late 2005, SecDef appointed a
Deputy Assistant Secretary of Defense for Joint
Communication ((DASD (JC)) charged with the responsibility
“... to oversee Department of Defense activities directed at
shaping department-wide communications doctrine,
organization, and training for the joint force.” These
organizational changes and other efforts have produced
significant results. Publication of the QDR Strategic
Communication Execution Roadmap (SC Roadmap) was
instrumental in initiating numerous SC-related activities within
DOD. OSD has released an SC concept of operations and a set
of SC principles, Appendix A.

Definitions and Nesting

In order to eliminate the confusion caused by the currently
broad SC definition, and intellectual baggage that comes with
the term “strategic,” we may want to consider using the term
“Communication Strategy” for the overall construct, leaving
specific terms intact that describe efforts at the different levels
of command. Strategic documents, like the National Security
Strategy (NSS), provide enduring strategic communication,
set within a contextual background, and identify the ultimate
goal or end state. This enduring strategic communication with
context, reason/motive, and goal/end state is often called a
“narrative.” Messages should support the themes at that level,
the themes should support (or be nested under) the next higher-
level themes, and themes at all levels should support strategic
themes and the enduring national narrative. This ensures
consistent communications to global audiences over time.

Battle of the Narrative

The battle of the narrative is a full-blown battle in the
cognitive dimension of the information environment, just
as traditional warfare is fought in the physical domains (air,
land, sea, space, and cyberspace). One of the foundational
struggles, in warfare in the physical domains, is to shape
the environment such that the contest of arms will be fought
on terms that are to your advantage. Likewise, a key
component of the “Battle of the Narrative” is to succeed in
establishing the reasons for and potential outcomes of the
conflict, on terms favorable to your efforts. Upon our

Xiii



Executive Summary

The commander’s
communication strategy
must be commander-
driven, proactive, and
synchronize themes,
messages, images, and
actions.

SC activities and
organizations are at
different levels of
maturity and
effectiveness.

Thirteen Multinational
Force-lraq (MNF-1) SC
“best practices” may be
adaptable to other areas
of responsibility.

winning the battle of the narrative, the enemy narrative
doesn’t just diminish in appeal or followership, it becomes
irrelevant. The entire struggle is completely redefined in a
different setting and purpose.

Joint Force Practices

Some organizations find it useful to distinguish the SC-related
planning and execution that occurs within the theater from SC-
related activities at the national-strategic level. Thisapproach
uses the CCDR’s communication strategy to support the
broader interagency SC effort and closely coordinate support
from other agencies and organizations. This strategy must be
commander-driven, proactive, and synchronized with respect
to all themes, messages, images, and actions. A synchronization
matrix provides a graphical representation of the JFC’s
communication strategy and an effective tool in matching
words and deeds directed toward the various audiences.

Current SC staff organizations and processes used by JFCs
are at different levels of maturity and effectiveness. Likewise,
a number of JFC’s have both increased senior leadership
involvement in the SC effort and have integrated SC into
planning and staffing processes. Five specific examples of
these efforts are increased command emphasis, tasking an
existing staff leader, direct planning team integration,
centralized control of all SC-related activities under a separate
directorate, and a strategic communication director with small
coordination staff and supporting SC working group.

InApril 2008, USJFCOM sent a team to identify Multinational
Force-Irag (MNF-I) Communication Division “best practices”
for possible inclusion in joint doctrine, curricula, and training
events and consideration by other commands. The team
observed MNF-I, Multinational Corps-Irag, and US Embassy
communication programs and identified 13 best practices. Some
are unique to the operational environment in Irag; however,
many could be adapted to other operational areas.

Other Strategic Communication Initiatives

Although progress is
being made, resourcing
remains an ongoing
challenge.

Much effort has gone into progress on SC Roadmap assigned
tasks, resourcing remains an ongoing challenge. There is a
growing desire for the creation of courses and programs
focused on SC. The DASD (JC) conducted a review of military
education programs to determine quantity and quality of SC
education. This review has discovered that current SC-related
instruction primarily consists of lessons/material within courses

Xiv Commander's Handbook for SC and Communication Strategy (Ver. 3.0)



Executive Summary

KLE is not about crisis
engagement.

The field struggles with
how to implement SC
planning.

To properly support SC,
understanding the
operational environment
must include the
cognitive dimension.

Understanding and
mapping the cognitive
dimension may require

on 10 and PA. The DASD (JC) has sponsored and scheduled
a number of SC-related conferences designed to gather SC
educators and key practitioners for thoughtful discussions on
SC education and training issues.

KLE is not about engaging key leaders when a crisis arises, it
is about building relationships over time with enough strength
and depth, so that they can then support our interests during
times of crisis. Without periodic and consistent engagement,
these relationships often lack the depth of understanding and
strength needed to gain support on important issues. It might
be beneficial to consider expanding assignment of KLE
responsibility beyond the typical set of commanding generals,
to include deputy commanders, chiefs of staff, or even some
key directorate heads. Likewise, immediate post-KLE
debriefing is critical to the assessment process, to support
well-planned focused engagement.

Planning and Assessment

There are many specialty areas supporting the joint operational
planning process that require specialists to plan effectively,
such as intelligence, logistics, 10, PA, and others. The field is
currently struggling with how to implement SC planning. Some
feel that there needs to be a separate SC analysis and planning
effort. Others feel that simply training planners to include SC
considerations in the doctrinal process would be sufficient.
Investigation of this issue will continue, but the requirements
for synchronization of SC efforts across the force and
integration into the final plan remain steadfast.

Understanding the operational environment is fundamental to
joint operation planning, and is particularly important for
effective SC/CS. In particular, the JFC and staff must attempt
to understand what people think, how they perceive the
operational environment, and why. It may require analysis of
the informational and cognitive dimensions that permeate the
local social, political, economic, and information networks.
However, the JFC must understand that these are complex,
adaptive systems that are more difficult to understand than
closed systems, such as an air defense network. This is a
challenging undertaking, complicated by factors such as the
audience pre-existing bias, cultural lens, stimulus-response
patterns, motivation, expectations, and view of current situation.

SC/CS planners must understand that cognitive factors can
vary significantly between locality, cultures, operational
circumstances, and that SC/CS ways and means that worked

XV



Executive Summary

leveraging unique skill
sets not normally found
in a military
organization.

Identifying reframing
indicators is critical.

in one situation might not work in another. The JFC, chief of
staff, J-2, and others may also need to leverage outside experts
to support joint intelligence preparation of the operational
environment, planning, and assessment, either by deploying
them forward or through “reachback.” Examples of such
expertise include the following:

« Anthropology or Sociology (understanding the local culture)

« Local marketing expertise (understanding points of individual
influence/interest in the local population and venues for
communication)

« Linguistics expertise (understanding linguistics nuances of
local communication processes and products)

* Local and regional communications expertise (understanding
the means, methods, and relative impact of local and regional
communications)

* Diplomacy expertise (understanding intricacies of diplomatic
efforts)

» US Embassy/DOS/United States Agency for International
Development (USAID) expertise (understanding
coordination requirements and methods between DOD and
DOS ongoing foreign diplomacy)

Because the environment and the problem are going to change
over time, it is critical during the operational design and early
joint operation planning process to identify indicators that will
enable us to detect when it is time to “reframe” the problem
and change the operational approach.

SC/CS Support to the Joint Operation Planning Process

This handbook provides
SC planning techniques
and considerations.

The active participation of SC/CS planners throughout the
planning process is critical to successfully integrating CS
activities/products. Appendix O provides a process map for
developing a communication strategy and supporting and
leveraging extant staff processes, such as joint operation
planning, collection, and assessment. Throughout planning,
most functional areas meet to conduct mission analysis and
staff estimates, provide input to the planning process, and
develop their detailed pieces of the concept/plan. The CS
working group performs that functional coordination process
for the communication strategy. For detailed support to
planning, Figure 1V-3 shows CS support activities for each
step of the JOPP. Page I\-21 outlines some short, medium, and
long-term planning techniques. Appendix G provides a more
detailed checklist.
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Executive Summary

Delivery vehicle, timing,
and tempo are important
planning considerations.

Because SC attempts to
create outcomes
primarily in the cognitive
dimension, itis a
challenge to create
measures that are
relevant, measurable,
responsive, and
resourced.

The joint community
needs to publish SC
policy and expand joint
doctrine.

There are three fundamental considerations for planning CS-
related messaging activities: delivery vehicle, timing, and tempo.

* It is clear that construction of the message must include
considerations for resonance with the intended audience,
but the delivery vehicle can also significantly distort, impede,
or facilitate reception by the audience. Selection of the
appropriate vehicle can be quite complex and must consider
message content, desired audience impact, resistance,
vehicle advantage, and other factors.

e Timing of the message is important for myriad reasons,
including synergy with other messages/events, receptivity
of the audience, momentum, audience motivation/
expectations, and stimulus response patterns. Factors that
define the timing window often include audience social/
cultural expectations, motivation, the perception of personal
impact, and timing of other important messages.

e Tempo of message delivery can directly affect how the
audience decides to take action. Acontinual drum beat of a
specific message or type of message can result in the
receiving audience over time treating it as noise. However, a
well-timed message at the optimum tempo can have
significantly increased effect.

Measuring progress toward mission accomplishment assists
commanders in decision-making and adjusting operations to
achieve military objectives and reach the end state. With local
population perception playing a pivotal role—particularly in
irregular warfare— and the fact that “battles and campaigns
can be lost in the cognitive dimension,” assessment has a key
role in SC-related activities. Because SC attempts to create
outcomes primarily in the cognitive dimension, it is a challenge
to create measures that are relevant, measurable, responsive,
and resourced.

Operational Implications

In order to integrate and synchronize SC efforts and
capabilities, as noted in the SC Roadmap, the joint
community needs to publish SC policy and expand joint
doctrine. This effort should include identification of value-
added emerging structures and practices, the scope and
limits of SC, subordinate elements, supporting capabilities,
and relationships. Training and education may be the key
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Executive Summary

An analysis of SC
processes, organizational
needs, and coordination
means may be of value.

Commercial and
nongovernmental
expertise may be useful to
SC.

Annex Y needs expedited.

Training planners to
include SC
considerations and
providing authority to SC
directors should help
planning and
synchronization of SC
activities.

enabler to rapidly increase effectiveness of SC operations
and facilitate the adoption of the more effective interim
organizational methods. Training of commanders and staffs
to synchronize words and actions can help the JFC close or
avoid the “say-do gap” and influence audiences more
efficiently and effectively. Appendix N has a good example
of how this problem manifests itself and possible causes.

More work needs to be done to identify an SC end state for
DOD, analyze existing doctrinal processes to determine
needed modification, and provide organizational constructs
to support the process changes. This work could produce
some efficiency for SC-related activities and organizations.
Likewise, investigating ways to better reach out and
coordinate SC with interagency, coalition, and other partners
may provide significantly improved coherence in SC themes,
messages, images, and actions for achieving long-term SC-
related objectives.

A study of private enterprise or nongovernmental expertise in
the areas of advertising, marketing, and progress measurement
may be beneficial to help shift paradigms and develop new
ways to conduct SC as well as new ways to use military
resources in the execution and assessment of SC.

Although SC guidance templates are being submitted and
processed above the combatant command level, processing is
taking weeks in some cases. Some combatant commands have
stopped using Annex Y in favor of placing two or three
paragraphs in the commander’s intent section and referring to
the 10 and PA annexes. A more expedited process may be
warranted.

The detailed techniques and procedures for how the JFC should
synchronize 10, PA, and DSPD in support of higher-level SC
themes, messages, images, and actions have not been decided,
so organizational changes — particularly those that require
more resources — are premature. A more efficient approach
may be to train planners to incorporate SC more completely
into the existing doctrinal joint operation planning process
and to slightly modify and expand the doctrinal baseline.
Whether or not organizational changes are necessary, those
leaders responsible for implementing, coordinating, or directing
SC-related activities for their command must be given the
requisite authority, tools, and other resources to accompany
the responsibility.

XViii Commander's Handbook for SC and Communication Strategy (Ver. 3.0)



Executive Summary

Diminishing stovepipes
could help unify SC
efforts.

Feedback from the field
indicates a need for a
machine translator and a
center of excellence.

Personnel shortages
affect SC efforts
significantly.

Developing regional and
country experts may
prove valuable.

Diminishing stovepipes, review of authorities or bridging DOD
organizations that overly segment missions or inappropriately
restrain employment of capabilities may prove invaluable to
producing a more unified SC effort. While this may require
some revision of staff process and procedures within joint
organizations, the results could be a single coherent effort that
can more effectively meet the challenge of conducting
successful operations at all levels.

SC subject matter experts in the field have indicated that a
“Center of Excellence” type organization for SC may be useful
in developing SC doctrine, tactics, techniques, procedures,
concepts, capturing lessons learned, and advocacy for
warfighter SCissues. Likewise, feedback from the field indicates
that development of a machine translator that is dialectically
accurate, agile, and culturally validated should improve the
JFC’s ability to communicate with indigenous personnel. It
would facilitate dialogue, enable discussion, and improve
understanding.

Interviews with DOD SC experts have indicated that personnel
shortages continue to affect SC efforts significantly. In order
to alleviate some pressure on the personnel resource system,
intensifying the incorporation of SC considerations into joint
and Service planner development programs may be of value.

A key enabler for many SC programs is an understanding of
the local language, cultural and information environment.
Development of regional and country experts to assist in
intelligence preparation, planning, and executing SC-related
tasks may prove valuable. Network analysts will need the
unique skill set to support SC efforts.
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Intentionally Blank
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STRATEGIC COMMUNICATION CHALLENGES

“Victory in the long war ultimately depends on strategic communication by the
United States and its international partners. Effective communication must build
and maintain credibility and trust with friends and foes alike, through an emphasis
on consistency, veracity and transparency both in words and deeds. Such credibility
is essential to building trusted networks that counter ideological support for
terrorism.”

Quadrennial Defense Review Report February 6, 2006

1. Preserving Influence

a. The continuous, rapid communications flow in the information environment,
facilitated by modern technological advances and media distribution methods, requires
responsive, agile processes and capabilities to preserve and enhance the credibility and
influence of the United States. The communication capabilities of today greatly amplify
the impact and speed of change in foreign and domestic public opinion and the subsequent
influence on activities of the US Government (USG). Adversaries are often unconstrained
in this environment, unencumbered by traditional processes, and unconcerned about
necessary ethical, moral, or legal constraints under which the US and its allies operate.
They have successfully used the information environment to advance their objectives
and undermine our ability to do the same. In Irregular warfare, where the struggle is for
legitimacy and influence over relevant populations, US and coalition forces may be at an
extreme disadvantage operating in an unfamiliar environment where the adversary has a
cultural and communication advantage and may already have the support of certain
segments of the population.

“... | say to you: that we are in a battle and that more than half of this battle is taking
place in the battlefield of the media. And that we are in a media battle in a race for
the hearts and minds of our Umma.”

Ayman al-Zawahiri, Letter to Al-Zargawi, 9 July 2005

b. This is not to say that SC in only important in irregular warfare, because SC
focuses on selected audiences beyond the local population as well. Therefore, SC is
critical across the range of military operations.

2. Providing Unified Action
a. Unified action is the synchronization, coordination and/or integration of the

activities of governmental and nongovernmental entities with military operations to achieve
unity of effort. Key activities that contribute to unified action are assignment of
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responsibilities, organizing, establishing relationships, and collaboration. Unified action is
a comprehensive approach to achieve unity of effort. An example from 2007 of how unified
action is sorely needed:

Our government’s view concerning the recent Supreme Court ruling on tribunals is
a case in point. The administration failed to provide a unified response to the
court’s ruling that military tribunals are illegal. Since the administrative branch
(including the departments of State, Justice, and Defense) could not or did not
decide what unified message to promulgate regarding the ruling’s significance to
the war effort, widely different media interpretations abounded and went unchecked
by a government public information counterweight. BBC News bluntly termed the
ruling a “stunning rebuff to President Bush,” and the French press generally followed
a similar theme of “Supreme Court disavows Bush.” German national radio hailed
the ruling as a “Victory for the Rule of Law.” Civilian news media from Spain to Italy,
Pakistan, and China agreed, while the Swedish newspaper Sydsvenskan’s editorial
writer commented, “Now the judicial power has put a check on the executive power.
Thanks for that.” In contrast, the Arab press reaction was skeptical. Writing in
London’s Al-Hayat Arabic newspaper, columnist Jihad al-Khazin commented, “This
was all great news, so great that it was reported by all American and international
media outlets and continues to draw reactions until this very day, but none of it is
true, or, if we wish to be accurate, will ever see the light of day, because on the same
day that the Bush Administration declared its commitment to the Supreme Court’s
ruling, the Senate Judiciary Committee was holding hearings on the treatment of
accused terrorists.™

“We hurt ourselves and the message we try to send when it appears we are doing
something merely for the credit. We hurt ourselves more when our words don’t
align with our actions.”

Michael G. Mullen, Chairman of the Joint Chiefs of Staff
Joint Force Quarterly, 29 Aug 09

b. Strategic Communication. To address the challenges we face in the information
environment, a whole-of-government approach known as SC has emerged. SC is defined
as:

Focused United States Government efforts to understand and engage key
audiences to create, strengthen, or preserve conditions favorable for the
advancement of United States Government interests, policies, and objectives
through the use of coordinated programs, plans, themes, messages, and products
synchronized with the actions of all instruments of national power.2

Further and more specifically, effective SC requires synchronization of crucial
themes, messages, images, and activities with other nonlethal and lethal operations to
inform and influence selected audiences in support of US national interests. However, a
lack of sufficient government-wide guidance, resources, and capabilities hinders our
ability to effectively coordinate and synchronize our activities and achieve unified action.
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3. Guidance and Capability Shortfalls
a. Policy and Resources

(1) The February 2006 Quadrennial Defense Review (QDR) identified SC as one
of five specific “areas of particular emphasis” critical to the DOD ability to address a
strategic environment “characterized by uncertainty and surprise.”® The QDR went on to
state that DOD, “...must instill communication assessments and processes into its culture;
developing programs, plans, policy, information and themes to support Combatant
Commanders that reflect the US Government’s overall strategic objectives.”

(2) DOD subsequently released the September 2006 Quadrennial Defense Review
Execution Roadmap for Strategic Communication (referred to in this handbook as the
SC Roadmap) that assigned fifteen tasks to USJFCOM, including SC joint integrating
concept development, force generation analysis, collaboration tools development, and
various training and education initiatives. Likewise, many other SC activities are underway
within the combatant commands, Services, Joint Staff, and other US government agencies
to improve SC within their respective areas of responsibility. These activities have resulted
in different views from the joint community about how to implement SC.

(3) The 2008 Defense Science Board (DSB) Task Force on Strategic
Communication report acknowledges improvement at the operational level since the 2003
report, but states “...despite progress, much work remains to be done.” Specifically, the
latest DSB report expresses concern for the permanence of this progress:

Positive changes within organizations are real, but they depend to a considerable
extent on the skills and imagination of current leaders. These changes must be
evaluated, and those that work should be institutionalized. Resistance from
traditional organizational cultures continues. Resources for strategic
communication have increased, but they fall substantially short of national needs.®

Expansion of limited SC doctrine and training can help institutionalize these positive
changes.

b. Military Capabilities and Limitations

(1) Joint Doctrine. The primary military capabilities that contribute to SC
include public affairs (PA), information operations (10), and defense support to public
diplomacy (DSPD). The SC Roadmap also list visual information (\/1) and military diplomacy
(MD). PA, 10, and DSPD have established doctrine and terms of reference and there is
discussion of the need to coordination and synchronization, but little joint doctrine
exists to integrate them for SC purposes. SC is relatively new and other operational
implications could emerge. Discussions across DOD, including those with flag officers
at CAPSTONE and PINNACLES® seminars, underscore the need to develop a common,
clear SC baseline across DOD in the areas of doctrine, concept development,
experimentation, and training.
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(2) The SC Roadmap clearly outlined current military limitations: "The US
military is not sufficiently organized, trained, or equipped to analyze, plan, coordinate,
and integrate the full spectrum of capabilities available to promote America’s interests.
Changes in the global information environment require the Department of Defense
(DOD), in conjunction with other US Government (USG) agencies, to implement more
deliberate and well-developed Strategic Communication processes." ”

(3) Synchronizing themes, messages, images and actions that contribute to
SC across the joint force can be critical to mission accomplishment. However, SC
encompasses national-strategic level and non-DOD activities that are not under the
direct control of the joint force commander (JFC). This adds to the complexity of the
effort to adapt and apply themes, messages, images, and actions at each level within an
area of operations to create desired and avoid undesired outcomes in intended audiences.

(4) There are many disconnects in how major stakeholders approach SC. Ongoing
discussions with key SC practitioners in the field revealed that many feel that the current
SC definition is too broad and vague. Likewise, the ASD (PA) and DASD (JC) have
begun briefing that SC is a process and are using the SC Roadmap definition instead of
the approved DOD dictionary definition. Joint trainers are currently teaching that SC
resides solely at the strategic level and that the “Commander’s Communication Strategy”
replaces SC at the operational level. Some Services also state that SC is solely at the
strategic level, others do not. This varied approach, in the absence of policy, is causing
problems.

“The panoply of US force actions must be synchronized across the operational
battlespace to the extent possible so as not to conflict with statements made in
communications at every level from President to the soldier, sailor, marine, or
airman on the street.”

Enlisting Madison Avenue: The Marketing Approach to
Earning Popular Support in Theaters of Operation,
RAND Corporation, Feb 07

c¢. Understanding the operational environment is fundamental to joint operation
planning, and is particularly important for effective SC. In particular, the joint force
commander (JFC) and staff must attempt to understand what people think, how they
perceive the operational environment, and why. It may require analysis of the informational
and cognitive dimensions that shape the local social, political, economic, and information
systems.® However, the JFC must understand that these are complex, adaptive systems
that are more difficult to understand than closed systems, such as an air defense network.
Such analysis should assess the audience pre-existing bias, cultural lens,® stimulus-
response patterns,’® motivation, expectations, and view of the current situation. An
additional challenge is that the information environment is typically complex, has many
competing signals, and is globally interconnected. Understanding and mapping the
cognitive dimension may require unique skill sets not normally found in a military
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organization. Inirregular warfare, where popular support is the center of gravity, a more
detailed understanding of the information environment and cognitive dimension is vital.

“With overwhelming firepower, Western armies rarely lose in combat to Taliban
fighters in Afghanistan. But in communications battle, the militants appear to hold
the edge. The gap has grown especially wide in the Afghan war zone, analysts say.
Using FM transmitters, the Internet, and threatening notes known as ‘night letters’
(TIME), Taliban operating from the border region of Pakistan and Afghanistan
have proven effective at either cowing citizens or winning them over to their message
of jihad. . . ."By early 2009 Afghan and Pakistan Taliban factions were operating
hundreds of radio programs, distributing audio cassettes, and delivering night
letters to instill fear and obedience among their targeted populations.”

Greg Bruno, Council of Foreign Relations,
Winning the Information War in Afghanistan and Pakistan, 11 May 2009

d. Assessment. Measuring progress toward mission accomplishment assists
commanders in decision-making and adjusting operations to achieve military objectives
and reach the end state. With local population perception playing a pivotal role—
particularly in irregular warfare, such as COIN operations—and the fact that “battles and
campaigns can be lost in the cognitive dimension,”** assessment has a key role in SC-
related activities. Because SC targets the cognitive dimension, traditional assessment
associated with lethal fires is not adequate and creating metrics that are relevant, measurable,
responsive, and resourced is a challenge.

“While this is also a legal and a moral issue, it is an overarching operational issue
— clear-eyed recognition that loss of popular support will be decisive to either side
in this struggle. The Taliban cannot militarily defeat us — but we can defeat ourselves.”

General Stanley McChrystal
Commander, NATO's International Security Assistance Force (ISAF)
Revised Tactical Directive 02 July 09 (Publicly Releasable Portion)

4. Addressing Shortfalls

To assist joint force planners, this handbook provides definitions of SC-related
capabilities, discusses their relationships, provides a brief discussion of USG and DOD
strategic-level SC implementation, and offers more in-depth information on current practices
at the operational level. To provide stability and consistency, this handbook proposed a
“commander’s communication strategy” construct to address SC-related activities at
every level of command. To assist in planning, executing, and assessing SC-related
activities, this handbook provides principles (Appendix A), selected best practices from
the field, planning considerations, techniques, procedures, capabilities that support SC
(Appendix B, Figure B-1), and potential conflicts (Figure B-2). This handbook discusses
ongoing developmental activities, such as USJFCOM SC Joint Integrating Concept (JIC)
development and SC education initiatives. Finally, this handbook provides a process

I-5



Chapter |

map for strategic communication, developing a communication strategy, and supporting
and leveraging extant staff processes, such as joint operation planning, collection, and
assessment (Appendix O).

“Face the fact that communication superiority is a prerequisite for success in irregular
warfare, just as air superiority is a prerequisite for victory in conventional war. To
date we have been ineffective in the strategic communication campaign to
strengthen the will of our own people, to weaken the will of our enemies, and gain
the support of people around the world. In the current battle of wills, strategic
communication is the center of gravity. This conflict is not to be won through
economic, diplomatic, and military means.”

Sam Holliday, Cross and Crescent
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CHAPTER I
ESTABLISHED POLICY AND GUIDANCE

“In the past when soldiers were trained to adjust artillery fire, they were instructed to
make bold corrections because the eye often underestimates the distance to the
right or left, up or down, that the gun’s aim must be adjusted to hit the target. So it
is with strategic communication. To date, the American effort to get into the game
has been half-hearted and limited to bureaucratic fixes.”

Richard Halloran, “ Strategic Communication,” 2007

1. National Strategic Communication

a. Within the USG, the Department of State’s Office of the Undersecretary for Public
Diplomacy and Public Affairs has the lead for SC. DOS established an interagency (1A)
coordination body with primary responsibility for SC oversight:

The Policy Coordinating Committee (PCC) on Public Diplomacy and Strategic
Communication led by the Under Secretary for Public Diplomacy and Public Affairs
is the overall mechanism by which we coordinate our public diplomacy across the
interagency community.*?

(1) The primary product of this committee, recently renamed the Interagency
Policy Committee (IPC), is the US National Strategy for Public Diplomacy and Strategic
Communication. This document provides USG-level guidance, intent, strategic
imperatives, and core messages under which DOD can nest its themes, messages, images,
and activities.

(2) The Department of State’s Bureau of International Information Programs
(11P) engages international audiences on issues of US policy, society, and values to help
create an environment that is receptive to US national interests.

b. Commanders and their staffs should plan activities to function in coordination
with these and other national-level communication initiatives. The 2008 National Defense
Strategy acknowledges, “Our efforts require a unified approach to both planning and
implementing policy ... one that seamlessly combines civil and military capabilities and
options.”

Strategic communications will play an increasingly important role in a unified
approach to national security. DoD, in partnership with the Department of State,
has begun to make strides in this area, and will continue to do so. However, we
should recognize that this is a weakness across the US Government, and that a
coordinated effort must be made to improve the joint planning and implementation
of strategic communications.*®

c. Asignificant national SC resource is the Director of National Intelligence Open
Source Center (OSC), formerly FBIS (Foreign Broadcast Intercept Service), which provides
media reports and broadcasts from specific countries and regions.
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2. Department of State Organization, Processes, and Products

a. Within the Department of State, the Office of the Under Secretary for Public
Diplomacy and Public Affairs (R) has the lead for SC. The Undersecretary directs the
work of three bureaus: International Information Programs (11P), Educational and Cultural
Affairs (ECA), and Public Affairs (PA).

b. Within PA, the DOS Rapid Response Unit (RRU) addresses high-profile, urgent
issues by providing daily (Monday to Friday) approved strategic-level statements by
senior US officials, which military leaders can use to develop military-oriented SC-related
products. Send an e-mail to rru@state.gov to request being placed on the RRU listserv.

c. The DOS IIP bureau runs the INFOCENTRAL website (https://
infocentral.state.gov), which serves as a central repository for vetted senior leader
statements, talking points, research, analysis, and other products for use by SC programs
at all levels. This unclassified, password-protected site is available to assist the joint
force in SC planning. The complete collection of RRU reports is available on
INFOCENTRAL, at https://infocentral. state.gov/guidance/rapid-response2.

d. Also available on INFOCENTRAL is the DOS Counterterrorism Communications
Alert, which reviews international media treatment of terrorist actions and messages,
particularly those of Al Qaida and affiliated groups, and efforts to counter them.

e. To engage Internet audiences, DOS established IIP’s america.gov website
(www.america.gov), which contains clear, concise, accurate articles and interactive features
relevant to US foreign policy goals in seven languages. Also, DOS IIP’s Digital Outreach
Team actively interacts on key local and regional forums, blogs, and social media sites in
Avrabic, Persian, and Urdu.

f. Within the office of the Under Secretary, the Office of Policy, Planning and
Resources (R/PPR), provides strategic direction to public diplomacy activities, managing
resources (people and funding), overseeing performance measurement, and integrating
the same into strategic planning and resource allocation.

g. The DOS Global Strategic Engagement Center (R/GSEC) is an interagency
organization, housed at State, but with personnel assigned from within the DOS as well
as from DOD, the National Counterterrorism Center (NCTC), the intelligence community
and other USG entities involved in SC. It serves as the primary locus of day-to-day
interagency coordination, research, analysis, and planning on USG-wide global strategic
engagement issues. The GSEC operationalizes decisions made by the Interagency Policy
Committee (IPC) for Global Engagement.

h. The Director for Strategic Communication, National Security Council (NSC),
chairs the IPC for Global Engagement. Collaborative efforts on the IPC have contributed
to the decision of the NSC to establish a recently announced “Global Engagement
Directorate.” DOS, DOD, USAID and others are forming interagency groups to support
the GED and the IPC.
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i. A close, collaborative working relationship has developed between DOS and
DOD on SC. For example, DOS sent participants to DOD SC education conferences and
is actively participating in the DOD SC Education Consortium. Other examples are DOS
participation in DOD biweekly SC Directors secure video teleconferences, attendance at
the quarterly DOD SC Directors Group meetings, and the co-sponsoring of last year’s
Worldwide SC Seminar. Likewise, multiple DOD organizations participate in the weekly
Interagency Strategic Communication Network video teleconference, which offers a forum
for SC professionals from DOD, DOS, and other agencies, as well as outside experts, to
share information and ideas on SC.

“We recognize that our current governmental structure was not meant to resolve
the problems of the global Information Age — the mismatch between authorities
for public diplomacy in State and the resources in DOD — being one obvious proof
of this.”

Dr. Michael Doran, DASD for Support to Public Diplomacy
House Armed Services Committee testimony, 8 Nov 07, 8-9

3. Department of Defense Organization, Processes, and Guidance

a. To support the USG effort led by DOS, DOD has established new staff
organizations and processes to guide and provide support to the SC effort. In late 2005,
SecDef appointed a Deputy Assistant Secretary of Defense for Joint Communication
(DASD (JC)) charged with the responsibility “... to oversee Department of Defense
activities directed at shaping department-wide communications doctrine, organization,
and training for the joint force.”** Another initiative included® the establishment of a
Strategic Communication Directors Group to provide DOD, combatant command, Joint
Staff, and Service-level collaboration/coordination.

(1) This group meets monthly via secure video teleconferences (chaired by the
DASD (JC)) to address operational and educational issues, initiatives and events.

(2) This group also meets quarterly in person to focus on major strategic and
regional issues.

These organizational changes and other efforts have produced significant results.
Publication of the SC Roadmap was instrumental in initiating numerous SC-related activities
within DOD. Publication of the DOD Strategic Communication Plan for Afghanistan®
and facilitating approval of CCDR SC templates helped accelerate SC implementation in
the field.*” Appendix C, Figure C-1, provides an example of an SC guidance template
format.

b. The DASD (JC) facilitates broader DOD SC efforts, such as the Wounded Warrior?®
communications plan. This effort now involves 38 stakeholders, including interagency
partners such as the Departments of Veterans Affairs and Health and Human Services.

-3



Chapter Il

Likewise, current DASD (JC) efforts include developing SC policy, advocating for SC
doctrine and increased SC fidelity in exercises, and combining DOS and DOD SC plans
for Afghanistan into a single document that provides useful strategic-level guidance.®®
DASD (JC) has also established a strategic-level SC working group of all key stakeholders
that conducts SC assessment, analysis, coordination, and cross-agency information
sharing. Finally, DASD (JC) oversees SC portfolio interests within joint capability areas
for better alignment with the budget. Because of the need to synchronize the myriad SC-
related capabilities, organizations, and missions, some have likened SC to an orchestra
(Figure 11-1). In order to create the desired effect (outcome), different sections of the
orchestra play at different times, tempos, and volumes.

¢. OSD has released an SC concept of operations and a set of SC principles (Appendix
A). Inaddition, the QDR SC Execution Roadmap augments the discussion of SC within
the QDR Report and assigns execution tasks. No DOD policy directive or instruction
currently exists for SC; however, DOD has developed a draft DOD directive® on SC.
Once approved, this document should provide additional guidance and clarify roles,
responsibilities, and interactions of various organizations within DOD. This important
policy should accomplish the following:

(1) Require close alignment of DOD SC efforts with USG SC efforts led by DOS.
(2) Direct that SC be institutionalized as an integrating process across DOD,

included in concept and doctrine development, strategy and plan design, execution, and
assessment, and incorporated into Service and joint education and training programs.

SC is Like an Orchestra Producing Harmony

+ Conductor (Senior Leader) coordinates + All instruments retain their unique
and integrates the various elements of sound and specialty, but communicate
the orchestra based on the score (SC more effectively in concert

Guidance and Plan) "‘ -L§\ <, .
s >

The selection, timing, and emphasis of SC instruments help orchestrate the message to stakeholders consistent
with a desired effect or commander’s intent. The conductor must continuously adapt the score based on
stakeholder feedback.

Figure II-1. Strategic Communication is Like an Orchestra Producing Harmony
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This includes the establishment of senior leader positions and necessary organizational
structures at the Service Secretary and combatant command level to integrate
communication efforts across each organization’s span of influence.

(3) Direct that coordination and synchronization of DOD actions, images, and
words occur throughout strategy development, planning, execution, and assessment in
order to achieve desired impact at all levels.

(4) Direct that military plans address SC objectives throughout all phases of an
operation and direct integration and synchronization of SC dimensions of military plans
with US national policy, plans, and objectives.

(5) Confirmthat DOD SC-related activities do not replace traditional 10, PA, and
DSPD roles, functions, and missions.

(6) Clarify and assign SC-related responsibilities to the Joint Staff and relevant
DOD agencies.

4. Joint Doctrine

“We must emphasize doctrine as the driver for change. You can’t cement change
in the organization until you adapt the institutions. That change begins with
doctrine.”

GEN George W. Casey Chief of Staff of the Army

a. Overview. Joint publication (JP) 1-02, Department of Defense Dictionary of
Military and Associated Terms, contains the established doctrinal definition that is very
similar to the SC Roadmap’s definition, with the exception that the SC Roadmap characterizes
SCasaprocess. JP 1, Doctrine for the Armed Forces of the United States, states the USG
uses SC to provide top-down guidance relative to using the informational instrument of
national power in specific situations. The military instrument of national power plays an
important supporting role. Coupling primary SC capabilities, including DSPD and military
diplomacy? activities, allows the JFC to implement a holistic SC effort. In addition, two
keystone joint doctrine publications briefly discuss SC:

(1) JP 3-0, Joint Operations, contains the JP 1-02 definition, and mentions that
SC planning will, among other things, determine objectives, themes, messages, and actions;
identify audiences; emphasize success; and reinforce the legitimacy of national strategic
objectives. It continues by stating that SC-related activities are particularly essential to
shaping, security cooperation activities, stability operations, humanitarian assistance
operations, and combating terrorism.?

(2) JP 5-0, Joint Operation Planning, slightly expands the SC discussion by
stating that SC is a “natural extension of strategic direction.” JP 5-0 requires SC to be
included in all joint operation planning and to be coordinated with the Department of
State (DOS) diplomatic missions. CCDRs consider SC during peacetime theater security
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cooperation planning, and incorporate themes, messages, and other relevant factors in
their resulting plans. CCDRs review SC guidance during operational design and mission
analysis, and their staffs address SC issues, as appropriate, in their staff estimates.
CJCSM 3122.01A, Joint Operation Planning & Execution System (JOPES) Volume I,
Planning Policy and Procedures, 29 Sep 06,% requires CCDRSs to brief the SecDef on
their SC planning during contingency planning and crisis action planning in-progress
reviews. It further states, “The Department of Defense will operationalize and
institutionalize strategic communication strategies in the DOD organizational culture and
enhance support to combatant commanders to reinforce the USG overall strategic
objectives. Combatant commanders will integrate communications effects across all
planning so that they link with broader plans, policies and actions.” As described in JP
5-0, synchronized planning of PA, 10, and DSPD is essential for effective SC. JP5-0 also
establishes a specific requirement for concept plans and operation plans (OPLANS) to
include an ANNEX Y?# (Strategic Communication) that proposes a synchronized SC
effort for “interagency coordination and implementation.”?

b. Doctrinal SC Enablers. The predominant military activities that support SC
themes, messages, images, and actions are 10, PA, and DSPD.%* This document focuses
on the integration and synchronization of these predominant activities. However, there
are many other SC-related activities and capabilities that must not be overlooked and
need to be integrated and synchronized as well. Some examples include Civil Affairs
activities that are conducted primarily to support SC themes and messages; operations,
operational maneuver, or show of force conducted principally to send a message;
relationship building activity with individuals and groups to influence behaviors, such
as KLE; non-traditional media engagement (e.g. blogging, MySpace, Facebook); and
theater engagement activities designed to support themes and messages (such as
MEDCAP/DENTCAP, sports events, mil-to-mil engagement, exercises, and MIST support
to the US Embassy to develop events to support themes). These and many other activities
can have an impact and should be coordinated through the joint operation planning
process.

“lO’s importance grows daily, and our enemy, who recognizes that victory can be
secured in this domain alone, has seized the opportunity to be the best at operating
in the information domain.”

LTG Thomas Metz, USA, Military Review, May-June 2006

(1) 10 are the integrated employment of the core capabilities of electronic warfare
(EW), computer network operations (CNO), psychological operations (PSYOP), military
deception (MILDEC), and operations security (OPSEC), in concert with specified
supporting and related capabilities, to influence, disrupt, corrupt or usurp adversarial
human and automated decision-making while protecting our own.?” 10O core capabilities
are used in conjunction with supporting and related capabilities. It is important to
understand their relationships in order to determine how the military will integrate these
capabilities to support SC objectives during planning and execution and how joint doctrine
will clearly describe this integration. The effective integration of 10 core capabilities of
EW, PSYOP, OPSEC, MILDEC, and CNO in support of the JFC’s objectives can be a
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challenge for the staff. “Supporting” capabilities that need to be coordinated with 10
include physical attack, information assurance, physical security, counterintelligence,
and combat camera. Civil-military operations (CMO), PA, and DSPD are “related”
capabilities and must also be coordinated, further complicating planning and execution.
Figure 11-2 uses a Venn diagram as one way to depict these doctrinal 10 and SC
relationships. The sets of supporting and related capabilities partially intersect the 10
core set, because the JFC also employs them in other ways not connected with 10. The
core capabilities have their own internal Venn relationships within the 10 core set, but
they are omitted from Figure 11-2 for simplicity.

(2) PA conducts three basic functions (public information, command information,
and community engagement activities) supported by planning, analysis, and assessment
to support the commander’s intent and concept of operations (CONOPS). As the primary
coordinator of public information within the military, PA plays a key role in SC efforts.
Because accurate and timely information is essential to the public’s understanding and
resolve in times of crisis, planners must include this consideration in planning. The PA
mission is to support the JFC by communicating factual and accurate unclassified
information about DOD activities to various audiences. Official information released in
a timely manner can help create, strengthen, or preserve conditions favorable for the
advancement of national interests and policies, and help mitigate unofficial information
and adversary propaganda. Public affairs officers at all levels provide counsel to leaders
on the possible outcomes of military activities, and identify the potential impact on the
public information realm.?® Appendix B, Figure B-1, summarizes the |0, CMO, PA, DSPD,
and combat camera support to SC.

STRATEGIC COMMUNICATION RELATIONSHIPS

Supporting capability for

PR ety

SC and IO', N

» Core & Related capabilitiés for 10 * Supporting capabilities for SC
« Supporting capabilities for SC ¢ Related capabilities for 10

Figure 11-2. Strategic Communication Relationships
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(3) DSPD includes those activities and measures taken by DOD components to
support and facilitate USG public diplomacy efforts. JOPES Volume | defines DSPD as:

The ability to understand, engage, influence and inform key foreign audiences
through words and actions to foster understanding of US policy and advance US
interests, and to collaboratively shape the operational environment. This ability
can include public information activities as well as information operations consisting
of multi-media programs such as websites, radio, print, and television to assist
selected host nations and the Department of State in reaching foreign target
audiences.....DSPD comprises DOD support to USG public diplomacy, which are
defined as those overt international public information activities of the USG
designed to promote US foreign policy objectives by seeking to understand, inform,
and influence foreign audiences and opinion makers, and by broadening the
dialogue between American citizens and institutions and their counterparts abroad.

Efforts that support building partnerships like medical and dental civic action programs
are examples of DSPD activities which support both broader USG diplomacy efforts and
SC objectives. Key leader engagement (KLE) and other theater engagement activities are
also examples of DSPD.

c. Application. SC planning must be integrated into military planning and operations,
documented in OPLANS, and coordinated and synchronized with the Host Nation (HN),
other government agencies, multinational partners, and possibly non-governmental
agencies.?

(1) Integration. The point in understanding the relationships in Figure 11-2 is
that military support of specific SC objectives with themes, messages, images, and actions
typically will require the integration and synchronization of two or more 10 core and
supporting capabilities as well as PA, DSPD, CMO and V1 activities. Moreover, the type
and balance of actions between these capabilities can be different at the CCDR’s level
than at a subordinate JFC’s headquarters (HQ), and will vary from operation to operation.
For example, the focus of a CCDR’s activities to support a specific SC objective could be
on PAand DSPD, while the subordinate JFC might accomplish supporting tasks primarily
with CMO and PSYOP. Based on their purpose, certain 10 capabilities (such as CMO,
PSYOP, and MILDEC) typically will have greater potential to support SC objectives than
will information assurance, and OPSEC. Coordinating and synchronizing SC-related
capabilities is critical, but care must be taken to anticipate and mitigate potential conflicts.
Appendix B, Figure B-2, shows some of the potential conflicts within communication
capabilities.

“Army doctrine has evolved greatly over the last three years to deal with this
challenge. It acknowledges that the information domain truly is a battlespace and
that acquisition of favorable media coverage supporting regional and national
political objectives should be equated with seizing a form of key terrain.”

Brigadier General Mari K. Eder, USA,
Military Review, July-August 2007
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(2) Consistency. As a coordinated effort integrated into the joint operation
planning process (JOPP), synchronized planning of PA, 10, VI, and DSPD with all other
military actions is essential for effective SC. JOPP provides consistency for all planning
efforts. Additionally, interagency efforts can help promote international support from
nations in the CCDR’s area of responsibility (AOR) and help advance our regional and
global partnerships. CCDRs should ensure that their PA, 10, and DSPD planning is
consistent with overall USG SC objectives and coordinated with other USG agencies in
the AOR. Because PA and 10 both disseminate information, themes, messages, and
images adapted to their audiences, their activities must be closely coordinated and
synchronized to ensure consistency and establish/maintain credibility.*® Chapter IV
discusses SC efforts in support of JOPP and assessment in some detail.

(3) Balance. The balance between PA, 10, VI, and DSPD efforts in support of SC
depends upon multiple factors such as the SC objectives, information environment, and
intended audience. For example, if the objective is to encourage a host nation (HN)
government to support a particular strategy, the CCDR may engage key HN and regional
leaders in the AOR one-on-one or in small groups in support of DSPD, with little 10 or PA
participation. Conversely, if the objective is to inform or influence a larger part of the
population in order to reduce support for an adversarial group, PA could be prominently
involved using local and regional media to reach the specified HN audiences supported
by VOICE-named programs. More focused influence efforts may require more 10
involvement than PA or DSPD.

(4) Differences. Figure 11-3 shows the purpose, function, target, effect,
dimensions, and supporting capabilities of SC, 10, PA, and DSPD. This figure was
created to enable the reader to more easily see how SC, 10, PA, and DSPD have significantly
different purposes, functions, etc. Clarifying these differences should assist planners in
better determining the appropriate application of each capability. Itisequally important
that the distinction between PA, DSPD, and 10 activities remain clear so as not to
diminish their effectiveness and institutional credibility. The text in italics indicates
material that cannot be found explicitly in joint doctrine, other instructions, or manuals;
but can be inferred from the corpus of material on the subject.

d. Organization and Process. Joint doctrine does have significant material on the
SC-related capabilities of 10 and PA. However, JP 5-0, JP 3-0 and JP 3-33, Joint Task
Force Headquarters, currently do not discuss organizational structures or processes
specifically for planning, and executing SC-related activities. For detailed discussion of
doctrinal implications, see Chapter V, “Operational Implications.”
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Purpose Function Target Effect Dimension Suppo.rFl.ng
Capabilities
SC Create, Focusefforts | Key Audiences | Understand | Cognitive PA, 10,DSPD
strengthen, or and and Engage (coordinated
preserve synchronize programs, plans,
conditions themes, messages,
favorable and products
synchronized
with DIME actions)
10 Influence, Integrate Adversary Influence, Physical, EW, CNO, PSYOP,
disrupt, corrupt, human and disrupt, Cognitive, MILDEC, OPSEC
or usurp automated corruptor Informational
adversarial decision usurp
human and making
automated
decision
making
PA Educate and Communicat | Domestic and Inform and Cognitive Public information,
inform the e timely and international deter command
public, and factual publics information, and
deter unclassified community relations
adversaries information activities
about DOD
activities
DSPD | Supportand Support Foreign Understand, | Cognitive DOD activities and
facilitate USG foreign policy | audiences and | inform, and measures
public objectives opinion makers | influence
diplomacy
efforts

Figure 11-3. Military Communication Capabilities Comparison

5. Definition Inadequacies

a. Webster’s definitions of “theme” and “message,” and the JP 1-02 definition of
the term “message” are too broad and insufficient for differentiating between
overarching themes and the supporting messages. Likewise, field observations noted
that the definitions are insufficient for clarifying the differences in military use and
application. Therefore, the definitions in the following text box are proposed for inclusion
into joint doctrine and applied throughout this handbook. These definitions are currently
on track for establishment in JP 3-61, Public Affairs, currently in the "Revision Final
Coordination" stage.

KEY TERMS

theme — an overarching concept or intention, designed for broad application to
achieve specific objectives.

message — a narrowly focused communication directed at a specific audience to
create a specific effect while supporting a theme.

b. Ongoing discussions with practitioners in the SC primary communication
supporting capabilities reveal that many feel that the current SC definition is too broad
and vague. Likewise, the ASD (PA) and DASD (JC) use the SC Roadmap definition,
instead of JP 1-02, and are briefing that SC is a process. Some at the strategic level (USG/
DOS/NSC) are using the term “Global Engagement.” Joint trainers are currently teaching
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that SC resides solely at the strategic level, that the “Commander’s communication
strategy” replaces SC at the operational level, and the communication strategy (CS)
supports the strategic-level effort. Using the term “strategic” communication naturally
brings a mistaken intuition that it resides only at the strategic level. However, every level
of command needs a strategy for coordinating and synchronizing themes, messages,
images, and actions in support of SC-related objectives and ensuring the integrity and
consistency of themes and messages to the lowest tactical level. This strategy must be
coordinated with those above, below and adjacent in order to deliver a mutually supporting
communication to the intended audiences. Inorder to eliminate the confusion caused by
the currently broad SC definition, and intellectual baggage that comes with the term
“strategic,” we may want to consider using the term “Communication Strategy” for the
overall construct, leaving specific terms intact that describe efforts at the different
levels of war. For example, the US Army uses the term “information engagement™*! at the
tactical level, “commander’s communication strategy” at the operational level, and
“strategic communication” at the strategic level. JP 3-0, Joint Operations, has established
the term “Communication Strategy” as:

A joint force commander’s strategy for coordinating and synchronizing themes,
messages, images, and actions to support national level strategic communication-
related objectives and ensure the integrity and consistency of themes and
messages to the lowest tactical level.

Figure 11-4 provides a Venn diagram to show how these constructs can be utilized to
provide much more clarity, without disrupting currently used terms, efforts, or programs.

COMMUNICATION STRATEGY RELATIONSHIPS

o
;')’ f"-" ------------ -‘~~ .
= <" International/ Multinational ~ 3 Strategic
= ~a - Communication
m e - _9 -—— ==
[
-- 8 >\
PR A - @ T~
,° IGOs E 8 ltinati ~\|\ Commanders
r_Interagency S @ Multinational 3 communication
S~ . _NGOs g 5 | Mosthation strategy
~— E (,') ———
B =\ § [ i
G < _ _NGOs O Local HN _ _=» Information
e R, Y A - Engagement
|_
» Solid = Strategy for Communication (at every level) that is
coordinated laterally, lower, and nested under higher HQ efforts
¢ Dashed = coordination

Figure 1I-4. Communication Strategy Relationships
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“It's time for us to take a harder look at ‘strategic communication.” Frankly, | don’t
care for the term. We get too hung up on that word, strategic.”

Admiral Michael G. Mullen, USN,
Chairman of the Joint Chiefs of Staff
Joint Force Quarterly, 29 August 2009

6. Nesting

a. Themes provided from the strategic level will necessarily be very broad and
typically do not change for the duration of the operation. Commanders must create their
own themes that are appropriate for their level of command, are slow to change, achieve
specific objectives, and support higher-level themes. To provide a consistent effect, the
themes at each level must be nested underneath the themes of the next higher level, and
all levels support the strategic themes. Messages are subordinate to themes and deliver
precise information to a specific audience to create desired effects while supporting one
or a number of themes. Messages are necessarily more dynamic, but must always support
the themes. This construct is widely accepted and used throughout the force; however,
there is still one issue outstanding.

b. Even though themes are more enduring, they are typically created for specific
objectives and operations (or interventions) by our nation. Because having these often-
independent themes delivered to a global audience can have lasting and sometimes
conflicting impacts, SC practitioners must consider nesting their themes under even more
enduring constructs. Strategic documents, like the National Security Strategy (NSS),
provide enduring strategic communication, set within a contextual background, and
identify the ultimate goal or end state. This enduring strategic communication with
context, reason/motive, and goal/end state is often called a “narrative.” For example, the
National Security Strategy states:

Our goal remains a [Western] hemisphere fully democratic, bound together by
good will, security cooperation, and the opportunity for all our citizens to prosper.
Tyrants and those who would follow them belong to a different era and must not be
allowed to reverse the progress of the last two decades. Countries in the Hemisphere
must be helped to the path of sustained political and economic development. The
deceptive appeal of anti-free market populism must not be allowed to erode political
freedoms and trap the Hemisphere’s poorest in cycles of poverty. If America’s
nearest neighbors are not secure and stable, then Americans will be less secure.®

KEY TERMS

narrative - enduring strategic communication with context, reason/motive, and
goal/end state.

theme — an overarching concept or intention, designed for broad application to
achieve specific objectives.

message — a narrowly focused communication directed at a specific audience to
create a specific effect while supporting a theme.
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c. USSOUTHCOM developed theater-strategic themes that nest underneath the
NSS narrative: Latin America, the Caribbean and the US share common interests, Security
is a necessary condition for prosperity and lasting democratic institutions, Regional
challenges require cooperative solutions, and SOUTHCOM is committed to lasting
partnerships. Appendix J also shows how the themes in Afghanistan support other
higher-level goals. For enduring conflicts, such as the previously named “Global War on
Terrorism,” there can be a continuing clash between the competing narratives of the
protagonists. This is often what is referred to as the “Battle of the Narratives.” Succeeding
in this battle is critical to both long-term and operational success, particularly in irregular
warfare where gaining the support of the local populace is by definition a center of
gravity.

“Working together with our Afghan partners, we can overcome the enemy’s influence
and give the Afghan people what they deserve: a country at peace for the first time
in three decades, foundations of good governance, and economic development.”

General Stanley McChrystal
Commander, NATO’s International Security Assistance Force (ISAF)
Revised Tactical Directive 02 July 09 (Publicly Releasable portion)

d. Insum, messages should support the themes at that level, the themes should
support (or be nested under) the next higher-level themes, and themes at all levels
should support strategic themes and the enduring national narrative. This ensures
consistent communications to global audiences over time.

7. Battle of the Narrative

a. The Battle of the Narrative is often thought of as a battle for the local audience to
“buy” our “story” and push out the enemy’s “story,” such as “we are the good guys, we are
here to help you and bring you a better quality of life.” This perspective on the "Battle of the
Narrative" is incorrect. The battle is not merely to push aside, defeat or gain superiority over
the enemy’s narrative; it is to completely supplant it. Infact, upon our winning the battle of the
narrative, the enemy narrative doesn’t just diminish in appeal or followership, it becomes
irrelevant. The entire struggle is completely redefined in a different setting and purpose.

b. The battle of the narrative is a full-blown battle in the cognitive dimension of the
information environment, just as traditional warfare is fought in the physical domains (air,
land, sea, space, and cyberspace). One of the foundational struggles, in warfare in the
physical domains, is to shape the environment such that the contest of arms will be fought on
terms that are to your advantage. Likewise, a key component of the “Battle of the Narrative”
is to succeed in establishing the reasons for and potential outcomes of the conflict, on terms
favorable to your efforts. Theses "reasons" and "outcomes™ must be well-grounded in the
realities of the situation, including cultural, political, and social perspectives of the intented
audiences. WWII is a perfect example, where Germany and the U.S. struggled to define both
the reasons for the conflict and potential outcomes. Specifically, the U.S. attempted to establish
a narrative that painted the Germans as brutal ruthless aggressors, the war as a fight against
evil and potential outcomes as either slavery or freedom. This narrative remained throughout
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the conflict. Conversely, on 4 February 1943, German propaganda emphasized the prowess of
German arms and the humanity German soldiers had shown to the peoples of occupied
territories. The narrative was one of German might and benevolence bringing efficiency, jobs,
and prosperity. Germany depicted pilots of the Allied bombing fleets as cowardly murderers
and Americans in particular as gangsters in the style of Al Capone. After Stalingrad, the main
German narrative changed to portray Germany as the sole defender of what they called
“Western European culture” against the “Bolshevist hordes.”

Foreign Volunteers in the German Wehrmacht in WWII

One of the most amazing aspects of WWII, and one of the least well known, is
theincredibly large number of foreign volunteers that joined the German Armed
Forces between 1939 and 1945. During WWII, nearly 2,000,000 foreigners
served within the German fighting forces, many as willing volunteers, others
through varying degrees of conscription. The reasons these volunteers joined
the German Wehrmacht were varied, but a simple look at the numbers begins
to tell the story - in the East alone nearly 1,000,000 men volunteered for service
with Germany. This number is a direct result of the situation millions faced
under the brutal rule of the Soviet Empire. In particular, because of the atrocities
suffered under Stalin, many Ukrainians, Balts, and other oppressed nationalities,
fought for the Nazis.

http://www.feldgrau.com/foreign.html accessed 29 April 2010

c. An analysis of the adversary narrative and other factors can be value added to the
planning effort. Some important considerations: *

(1) How does the adversary frame and explain his ideology?
(a) What are the adversary talking points?

(b) Have we adopted a posture of strategic listening, to facilitate our
understanding and adapt to adversary and environmental changes?

(2) How does the adversary make their ideology appear enduring and natural to
the local culture?

(@) Do we challenge their assumptions, beliefs and meanings?

(b) Can we leverage the local culture/society goals that are also acceptable
to the international community?

(3) What are the inconsistencies in the adversary narrative?

(@) How does the adversary obscure the inconsistencies to smooth their
narrative?

(b) Do we target these inconsistencies?
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(4) What is the structure of the narrative?
(a) How can we breach their structure?

(b) How can we influence, alter, manipulate, or confound them from within?

“This problem of illegitimacy is especially acute at the village level of rural Pashtun
society, where dynastic and religious authority has been unquestioned for over a
thousand years. ...the Karzai government is illegitimate BECAUSE it is elected.”

Thomas H. Johnson and M. Chris Mason
Refighting the Last War: Afghanistan and the Vietnam Template
November-December 2009, Military Review
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CHAPTER I
CURRENT PRACTICESAND INITIATIVES

“At Southern Command, Strategic Communication is our main battery.” We're
in the business of launching ideas, not Tomahawk missiles.”

ADM James Stavridis
Commander US Southern Command

SECTIONA. JOINT FORCE PRACTICES

1. General

a. Observations of current joint force practices result primarily from JWFC’s training
and exercise support in numerous exercises and assistance visits to combatant commands
and US joint and Service component HQ in Irag, Afghanistan, and the Horn of Africa.
Lessons learned recorded by the Joint Center for Operational Analysis also provided
valuable insights.

b. Some organizations find it useful to distinguish the SC-related planning and
execution that occurs within the theater from SC-related activities at the national-strategic
level. For example, a USCENTCOM Service component uses the term “operational
communication” for this purpose. As mentioned earlier, USJFCOM JWFC observer-
trainers discuss with training audiences the value of a JFC’s “communication strategy”
as an integral part the JFC’s overall military strategy (Figure 111-1). This approach uses
the CCDR’s communication strategy to support the broader interagency SC effort and
closely coordinate with and solicit support from other agencies and organizations.

“Good commanders know how to lead in combat. Great commanders possess the
unigue intuitive sense of how to transition very quickly from active, kinetic warfare
distinguished by fire and maneuver to a more subtle kind of cultural warfare
distinguished by the ability to win the war of will and perception. Rare are the
leaders who can make the transition between these two disparate universes and
lead and fight competently in both.”

MG Scales, USA (Ret) House Armed Services
Committee testimony, 15 July 04

¢. This strategy must be commander-driven, proactive, and synchronized with
respect to all themes, messages, images, and actions. As depicted in Figure I11-1,
developing a comprehensive communication strategy requires an integrated process that
synthesizes all means of communication and information delivery. In addition to
synchronizing the communication activities within the joint force, an effective
communication strategy is developed in concert with other USG organizations, coalition
partners, and non-governmental organizations as appropriate. Additionally, commanders
should be cognizant of the impact that joint force CS activities have on the other three
elements of national power (diplomatic, information and economic) as well as all aspects
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COMMANDER’'S COMMUNICATION STRATEGY
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Figure Ill-1. Commander’'s Communication Strategy

of the operational environment including political, military, economic, social, infrastructure
and information systems. A synchronization matrix provides a graphical representation
of the JFC’s communication strategy and an effective tool in matching words and deeds
directed toward the various audiences. Appendix D, Figures D-1 and D-2, provide examples.
This tool works well for synchronizing CS activities in the context of a specific operation.

d. Current CS staff organizations and processes used by CCDR and other JFCs are
at different levels of maturity and effectiveness. Likewise, a number of JFC’s have both
increased senior leadership involvement in the CS effort and have integrated CS into
planning and staffing processes.** The following five numbered paragraphs discuss
specific options, observed in the field, for organizing and directing CS efforts.

2. Option 1: Increased Command Emphasis

In this construct, leaders maintain traditional HQ staff structures and processes,
and increase command emphasis on CS through promulgation of commanders’ CS intent,
guidance, and increased oversight. Examples include designation of the Chief of Staff
(COS) or deputy commander as the overall CS director (as an additional duty). The
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principal advantages of this model are that it places emphasis on unity of command,
requires the least additional manpower, and the COS or deputy commander already have
direct access to the JFC.

“An ISAF patrol was traveling through a city at a high rate of speed, driving down the
center to force traffic off the road. Several pedestrians and other vehicles were
pushed out of the way. A vehicle approached from the side into the traffic circle.
The gunner fired a pen flare at it, which entered the vehicle and caught the interior
on fire. As the ISAF patrol sped away, Afghans crowded around the car. How many
insurgents did the patrol make that day?”

GEN Stanley A. McChrystal, ISAF Commander
ISAF Commander’s Counterinsurgency Guidance
27 Aug 09 PR#2009-643

3. Option 2: Tasking an Existing Staff Leader

a. Insome cases, the JFC or COS tasks the leader of one of the SC-related capability
sets (normally 10 or PA) or a director (J-5, J-3) with CS planning and execution. This
responsibility typically includes supervising the CS staff coordination mechanism (such
asthe CS working group (CSWQ)) if one exists. Historically, most CS organizations begin
with this model by simply expanding the focus and/ or membership of an already existing
working group or planning entity (such as an 10 working group, the PA staff, or an
operational planning team).

b. This model also employs no additional manpower, but there are several observed
disadvantages to this approach:

(1) The direction, focus, and output of the CS efforts tend to be more heavily
weighted toward the expertise of the appointed lead (such as the PA Officer (PAO), 10
staff leader, etc.).

(2) Inacrisis, the requirement to coordinate the planning and execution of the
broader CS-related activities detracts from the CS lead’s ability to perform principal duties
(such as 10 cell chief or PAO).

(3) Typically, the command does not provide additional staff to assist with the
new CS coordination requirements. Therefore, these tasks devolve to the lead’s previously
established staff section. This exacerbates the problems mentioned above by proliferating
them to the lead’s staff officers as well.

(4) Most importantly, coordination, participation, and command emphasis on
CS has been historically weak in cases where the CS lead lacks adequate seniority and a
direct reporting relationship to the commander.

c. Most observed instances of this model occurred early in planning and execution.
As the staff evolved, this model typically transitioned to more permanent and mature
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structures and processes. No observed JTF HQ has chosen to implement this approach
as a permanent solution.

4. Option 3: Direct Planning Team Integration

a. Inthisalternative, 10 and PA experts are typically assigned to operational planning
teams and provide their inputs directly to planning team chiefs. This eliminates the
requirement for a separate CSWG or CS director to integrate CS activities. The planning
team chief, J-5, and J-3 are responsible for including relevant CS considerations into the
planning process and products.

b. The principal advantages of this approach are the direct inclusion of functional
experts into existing processes and integration of CS-related activities in the planning
effort from conception. However, several issues have hampered the use of this approach
in the field:

(1) Staffs at all levels have struggled to provide adequate functional
representation from all CS-related capabilities to the multiple operational planning teams
that typically exist. Even in the largest HQ, the supply of 10, DSPD, and PA functional
experts is limited. Inadequate force structure for joint PA has been documented in the
CJCS-directed JPA study (March 06). Thus the pace and scope of operations can quickly
overwhelm the CS-related staff’s ability to support multiple teams.

(2) Withincreased manpower requirements, the 10 and PA functional experts
assigned to each team may lack appropriate joint education (i.e., Joint Forces Staff College)
and directly affect the quality of the plan. Likewise, operational planners are typically
less familiar with the employment of the nonlethal CS-related capabilities, and tend to
revert to traditional lethal solutions.

(3) Having no designated lead for championing CS issues or communication
integration can result in less than optimum CS level of effort and synchronization.

(4) This approach provides no direct CS connection to the commander or
command group, observed to be a fundamental element of successful CS efforts.

c. These problems often result in a general lack of CS emphasis that causes CS-
related shortfalls in joint operation planning and execution. No observed JTF or combatant
command HQ has had the resources available or staff maturity to execute this approach
successfully.

5. Option 4: Centralized Control of All Communication Strategy-
Related Activities Under a Separate Directorate

a. Inthis option, a newly created staff entity or directorate controls the 10, PA, VI,
and other CS-related functional capabilities directly. The director typically outranks
other staff counterparts (J-3, J-5, etc.) and is a de facto “super-director.” Observed
variations on this model have been as far-reaching as placing the entire PA, 10 (including
PSYOP), CMO, engineers, and lethal fires elements of the HQ under a single director. The
associated cross-functional staff organizations (i.e. working groups and boards) tend to
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include multiple working groups and approval boards, with the final board chaired by the
“super-director,” COS, or deputy commander. Some HQs have titled these directorates
differently, but the basic premise is the same: they attempt to integrate staff activities
through consolidation of staff structure and power versus using coordination processes
that cross normal functional staff sections. Observations of this model have only been at
the JTF level. Current and historical examples of this model include the Strategic
Communication Directorate circa 2006 (called Strategic Effects, now called CJ9) at
Multinational Force-Iraq (MNF-I); the Strategic Communication Directorate at Combined
Joint Task Force-Horn of Africa; the Effects Coordination Cell at MNC-I; and the Effects
Directorate at Combined Forces Command-Afghanistan circa 2003. Only MNF-I still
employs a form of this model. There is one example in the field where a command has
consolidated all communications capabilities under a separate directorate, including those
PAand 10 activities outside CS. In this construct, the directorate head created functional
communications branches with each reporting to the deputy directorate head. The CS
branch, however, reports directly to the head of the directorate. Some of the successes
achieved under this organizational construct are discussed in detail later in the “Other
Implementation Observations” section.

b. While the centralization of authority under a single staff entity has the potential
of providing focus, clarity, and emphasis on CS capabilities, HQs have had varying
degrees of success employing this model. Several difficulties observed with this model
include:

() Managing a capability set normally led by several directorates is a
challenge.

(2) The scope of responsibilities tends to overlap with the traditional
responsibilities of the J-5 for future planning and the J-3 for current planning/ operations.

(3 The successful employment of this model requires special relationships
and understanding between the heads of other directorates within the HQ.

(4)  Adirect-support PA element is still required to provide direct PA support
to the commander.

(5) The associated cross-functional staff organizations can become so prolific
that they represent, in essence, planning teams and decision venues separate from
doctrinal planning processes.

(6) The placement of PA and 10 capabilities directly under the same staff
structure has tended to draw ongoing criticism and unwanted attention from outside
DOD.

6. Option 5: Communication Strategy Director with Small
Coordination Staff and Supporting Communication Strategy
Working Group

a. This last construct combines some of the advantages of the previous models.
Eight combatant commands are either currently employing or transitioning to this
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model. Observations have shown this configuration to produce the most consistent
progress. Details vary among HQs, but the primary components of organization, process,
and output include the following:

(1) Aseparate CS director (O-6/7 or GS-15/SES) who has immediate access and
reports to the COS and/or JFC. This facilitates JFC involvement in the CS process and
ensures the ability to synchronize the wide variety of capabilities from across the command
on behalf of the COS/JFC.

(2) Asmall CS staff (2-5 personnel at the combatant command level) to assist
the director in monitoring and assessing CS-related activities and managing the CSWG.
While this staff manages the CSWG process, it does not supplant the functional expertise
of 10 (including PSYOP), PA, and other CS contributors or their direct support to operational
planning teams. Staff responsibilities typically include:

(@) Organize and lead CSWG meetings, including communication planning,
integration and products.

(b) Present CSWG recommendations to the operational planning teams
for incorporation into planning and execution.

(c) Manage the assessment of CS-related activities for presentation to
the JFC.

(d) Ensure CSWG representatives write applicable portions of the
operations plan, to include Annex Y.

(3) Some HQs have also chosen to provide PAand 10 LNOs to J-3/5 operational
planning teams and across traditional communications stovepipes. For example, in
USEUCOM PA LNOs reside within the 10 staff and visa versa to foster cross-
communication and coordinate product development.

(4) Staff integration mechanisms typically include an action officer-level
working group, a directorate-level steering group, or an approval board. The board
allows senior decision makers to provide CS guidance on objectives, themes, establish
planning priorities, assign resources, and approve inputs to planning.

(a) Some current examples of these groups include:

1. USEUCOM - Senior Executive Council and SCWG

2. USSOUTHCOM - Office of Strategic Communication (OSC)
Strategic Communication Board (SCB) and SCWG

3. USNORTHCOM - Communication Strategy Working Group and
Blue Team Meetings
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4. USJFCOM - Enabling Strategic Communication Cell and
Communication Synchronization Cell

5. USCENTCOM - Effects Synchronization Committee

6. USPACOM - PACOM Communication Integration Working
Group

7. USAFRICOM - Qutreach Director, SC Division, SC Council, and
SC Coordination Group

(5) CSWG outputs have typically included CS country plans in support of
theater security cooperation (TSC) activities, Annex Y (Strategic Communication) to
OPLANS and concept plans, and planning and execution synchronization matrices for
inclusion in operations orders and fragmentary orders. Appendix E provides the format
for Annex Y. Appendix D provides some example synchronization and execution matrices.

(6) The CSWG serves as the multifunctional conduit to coordinate support
from departmental/USG-level resources and those of other agencies through the process
discussed earlier, under the ASD (PA).

b. This model typically has a central repository (linked to the HQ main website/
portal) for CS-relevant guidance and products. This facilitates collaborative planning
and information sharing for all CS supporting activities. One example is the USEUCOM
Senior Leader Engagement Portal. This site provides CS-specific information for current
events and detailed country plans for countries in their AOR. In 2008, they had plans
posted for 89 of the 92 countries. The site displays engagement activities in a current
operational picture linked to their TSC information management database. Any portal
user (including US Embassy country teams) can instantly view the full set of CS-related
activities in the AOR by type of activity or by country. This has proven extremely useful
as both a resource for functional planners and a preparation tool for senior leaders, the
broader staff, and subordinates.

7. Key Leader Engagement

“Afghan culture is founded on personal relationships. Earning the trust of the
people is a large part of our mission. Build relationships with tribal, community,
and religious leaders. Success requires communication, collaboration, and
cooperation.”

GEN Stanley A. McChrystal, Commander ISAF
ISAF Commander’s Counterinsurgency Guidance

a. Key Leader Engagement. Peace enforcement, counterinsurgency (COIN), foreign
internal defense, counterterrorism, unconventional warfare, stability operations, and many
other joint operations require coalition forces to engage and impact the attitudes of key
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local and/or regional leaders. Developing messages and finding an effective means of
delivery are challenges, especially in societies where interpersonal relationships are
paramount. Building relationships to the point of effective engagement and influence
usually takes time. Understanding cultural context, cognitive orientation patterns, and
communication methods is essential to any CS approach. For personal relationships, it
may also require and understanding of their cultural/social background, perspectives,
capabilities, strengths, weaknesses, authorities, spheres of influence, and motivators.
KLE is not about engaging key leaders when a crisis arises, it is about building
relationships over time with enough strength and depth, so that they can then support
our interests during times of crisis.

(1) KLE Cells. USCENTCOM uses face-to-face engagement and tailors the
topics/messages to local conditions. The KLE cell oversees this process and includes
representatives from PA, J-5, 10, and civil affairs. KLE engagements are designed to
support a menu of CS, 10, PA, PSYOP, and DSPD objectives. This cell develops a detailed
background briefing on each key leader, and then suggests specific approaches to convey
the command’s overall theme for encouraging support for stability and reconstruction
activities. Asatool for implementing a communication strategy program, the employment
of KLE cells has ensured that whenever commanders meet with leaders, they are delivering
an effective, consistent message that supports the command’s goals.

(2) KLE Plan. An April 2008 lessons learned report® states that a detailed
KLE plan for engagement of local leaders is essential. Too often, different units engage
local leadership on identical issues, but with different desired end states and little or no
coordination. This afforded the local leadership the opportunity to exploit gaps between
these units. For example,® one coalition unit incentivized the local police to do criminal
investigations faster by offering to provide more facilities if investigation speed increased.
A different coalition unit later undermined this effort by simply offering the facilities
without any stipulations. In another example, a civil affairs team told the Mayor they
would build a clinic if the local leader increased police recruitment. Then a battalion
representative told the same leader that they would provide the clinic if he would simply
promise to be their friend. Without a detailed engagement plan, units met with and
engaged local leadership with different desired end-states, thereby undermining the ability
of any or all units to build capacity and work towards transition. To assist in KLE plan
development, the J-9 or J-2 can develop a map focused on municipal and neighborhood
leaders. The lessons learned report cites an example® in a large city, where the J-2 used
human terrain mapping to develop an extensive database of all tribal leaders and their
respective affiliations. The report claimed that the synergy developed by the human
terrain mapping led to breakthroughs in tribal support for the coalition forces which
continued to build and eventually turned local sheiks against Al-Qaida.

(3) KLE Assignment and Periodicity. Assignment of KLE responsibility to
specific individuals will provide de-confliction, ensure desired coverage, and aid in creating
a coherent effort. However, periodic maintenance is often overlooked and which result in
weakened relationships that are unable to deliver the level of understanding and support
desired.
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“Somali warlord Mohammed Aideed ... distributed toy rifles to Somali children,
hoping that some would be mistaken for real rifles by UN troops, prompting them
to fire on Somali children, which would make great propaganda against UN troops.
The UN recognized this danger and ran influence campaigns, which were
unsuccessful in convincing Somali parents to turn in the toy guns. It was only when
the head of the Somali Women’s Organization, who was trusted in the community,
urged their surrender that the toy guns were turned in.”

Dr. Robert Cialdini, Regents’ Professor of Psychology,
Arizona State University,
Interagency Strategic Communication Network meeting, 10 April 2009

(a) Analysis to determine appropriate assignment of key leader
engagement responsibility across the AOR should include the HN leader formal status in
the hierarchy (tactical/operational/strategic), support base, locality, and sphere of
influence. KLE should then be assigned to the appropriate Coalition leaders to ensure
that all HN key leaders are covered. Likewise, to maintain unity of effort, key interagency,
IGO, NGO, and coalition partners may need to be engaged as well. This list requires
careful management to ensure that it does not become too extensive or cumbersome for
our senior leaders to support.

(b) We must establish and maintain consistent and effecti